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We make protecting data easy.

Datto BCDR (Business Continuity and Disaster Recovery) o�ers a comprehensive solution to safeguard critical business data, ensure uninterrupted

operations, and minimize downtime in potential disasters. This solution combines state-of-the-art technology, robust data backup and recovery

capabilities, and proactive monitoring to deliver a reliable and e�cient business continuity strategy.

The risk of disaster to your business has increased signi�cantly 

The threats to your business data have evolved well beyond natural disasters over the past few years. Cyber threats have now become the biggest

cause of disruptions that end up in data loss and/or long-term business outages. In 2023, there are an estimated 2,200 cyber attacks every day.

Accordingly, modern backup, disaster recovery and continuity solutions need to protect your business from a broader range or threats including:

Co-op Purchasing Agreement
We welcome the opportunity to work with the Town of Westlake. We currently work with other agencies to provide backup and disaster recovery

solutions through Datto. We are happy to provide references upon request.

ITPartners+ is a current TIPS Contract Holder for Technology Solutions Products & Services that can be used for Texas agencies:

TIPS Contract #200105

Veri�cation: https://www.tips-usa.com/vendorPro�le.cfm?RecordID=31A485EBACB8DF9FC59230F4F3936B8D.

https://www.tips-usa.com/vendorProfile.cfm?RecordID=31A485EBACB8DF9FC59230F4F3936B8D


The ITPartners+ Advantage
Datto & ITPartners+ have teamed up to provide a truly unique experience in business continuity. Our

solution provides recovery, whether local or in the cloud, in mere minutes and provides industry-leading
features.



The Datto Di�erence 
Datto Cloud is purpose built as both a secure backup repository and cloud recovery (DRaaS) platform.

In the event of a disaster with total loss of your local infrastructure, ITPartners+ will be able to run a replica of your environment in the Datto Cloud.

 Once local infrastructure is available again, this solution greatly simpli�es the restoration of your systems and data.

Datto SIRIS appliance & business continuity and disaster recovery solution

Based on your infrastructure, the Datto SIRIS appliance is well situated to manage backups, replicate data to the Datto's secure cloud and provide

virtualization of servers in the event of a hardware failure.

Datto Security Features
There are many security features built into the Datto SIRIS product which help prevent ransomware, unauthorized access and tampering with your

data, whether in transit or at rest.

Immutable Backups: Datto SIRIS creates immutable backups, which means that once a backup is taken, it cannot be modi�ed or deleted by

ransomware or any other malicious software for 90 days. This ensures that even if a ransomware attack occurs, the backed-up data remains intact

and can be used for recovery purposes.

Ransomware Detection and Alerts: Datto SIRIS includes patented built-in ransomware detection capabilities. The solution monitors backup data

for suspicious behavior and indicators of ransomware activity. If a potential ransomware infection is detected, administrators are promptly alerted,

allowing them to take immediate action and mitigate the impact of the attack.

Encryption: Datto SIRIS employs robust encryption algorithms to secure data both during transit and at rest. Data is encrypted using AES-256

encryption, which is widely recognized as a highly secure encryption standard. This ensures that even if unauthorized access occurs, the data

remains inaccessible without the encryption key.

https://dattocommerce.azureedge.net/0-master/marketing/datto-cloud-specifications-datasheet-637533694138338164.pdf


Secure Data Transfer: Datto SIRIS ensures secure data transmission through the use of Secure Socket Layer (SSL) and Transport Layer Security (TLS)

protocols. These protocols establish a secure communication channel between the protected systems and the Datto SIRIS appliance, preventing

interception or tampering of data during transit.

Role-Based Access Control (RBAC): Datto SIRIS incorporates RBAC to enforce granular access controls. RBAC allows administrators to assign speci�c

roles and permissions to individual users, ensuring that only authorized personnel can access and manage the backup and recovery infrastructure.

This reduces the risk of unauthorized access and data breaches.

Continuous Automated Protection: Datto BCDR utilizes continuous data protection technology to ensure that critical business data is continuously

backed up and replicated. This minimizes the risk of data loss and enables rapid recovery in the event of a disruption.







We get IT.

We live by one guiding principle: We do what we say we are going to do. Additionally, our partners love our response time and the fact that

everything we sell comes with unlimited service and support. When you need us, we've got your back.



Our passion is positively
impacting people.

We work hard to live by three core values —Do Great Work, Make it Fun, and Think Big.
We carry these values with us as we partner with you and work alongside your team to

provide an unparalleled level of service, partnership, and support.

                                               

https://quote.itpartners.com/admin/quotetemplates/edit/9#


Your Investment
Your BCDR solution includes hardware at no cost with a three year term. The only upfront charges you pay are those for setup of the BCDR service.

Upfront Costs $0.00

Product Quantity Price Amount

Monthly Costs $21,588.00

Product Quantity Price Amount

Datto SIris 4 12TB Co-Managed DRaaS

Unlimited Cloud Storage | In�nite Cloud Retention

Unlimited Direct-to-Tech Support from ITPartners+

Service from Jan 1, 2024 - Dec 31, 2024

Yearly 12 $1,799.00 $21,588.00

One O� $0.00

Yearly  $21,588.00

Shipping $0.00

Tax $0.00

Total $21,588.00



Terms
Master IT Services Agreement (MSA)

By accepting this quote, you, hereby referred to as the "Partner," represent that you possess the authority to enter into this agreement. You commit

to any recurring services presented in this quote for an initial term of three (3) years, which will thereafter automatically renew for successive twelve

(12) month terms, as outlined in the ITPartners+ Master Services Agreement. You also acknowledge and consent to be entirely bound by the terms

and conditions set forth in the said Master Services Agreement, available at https://quote.itpartners.com/termsofservice.

Service Level Agreement (SLA)
Introduction:

This Service Level Agreement documents the relationship between ITPartners+ (also referred to as ITP) and the customer (also referred to as the

partner). This SLA includes the agreed upon Ticket Methods, Service Request Response Time, Partner Requirements, and Service Provider

Requirements.

We recognize that since 2019 our �rst response times average for all tickets has been below �ve minutes. However, these response guidelines were

developed to hold us accountable, even under unexpectedly heavy workloads. 

Also, this document covers response time. We cannot guarantee resolution times since many of our services rely upon third parties.

De�nitions:

Ticket: Tickets are service requests that are submitted to ITPartners+ as a formal request. Tickets are either submitted via phone call or emailed to

ticket@itpartners.com. For Fully Managed partners a Help Button method will also be available. It should be noted that only tickets are counted

against the SLA, whereas communication directed to speci�c people through email, phone calls and texts, etc. are not.

Fully Managed: Organizations without an established IT Department, wherein ITP is responsible for all IT-related services. This designation will be

speci�cally indicated on a signed quote.

Co-Managed: Organizations with an existing IT Department that collaborates with ITP for speci�c services or solutions.

Ticket Methods:

Standard Business Hours Support

Available 7:30AM to 5:00PM Monday – Friday (excluding Holidays)

Help Button: Submit a ticket via the Help Button connected to the monitored PC (Preferred method)

Telephone Support: (616) 828-1010

Email Support: ticket@itpartners.com

Emergency Email Support

Available After-Hours, Weekends, Holidays, and Emergencies during Business Hours

Email: emergency@itpartners.com 

Service Request Response Time:

Each ticket receives a severity level that will be initially set by the partner. Depending on the severity of the issue, ITP reserves the right to drop the

severity level of any ticket in accordance with the description listed below. Support cases can be assigned one of the following priorities:

Severity Level Description Response Time

Low

Issues that do not impact business or backup

functions, or do not have time constraints, but

may cause problems in the future, such as

warning messages or wish list items. 

24 business hours

Normal

Issues that do not impact normal business

functions, but cause problems with backups, such

as failed backups or error messages, minor issues

a�ecting one user, or other similar issues.

10 business hours

High
Issues that impact business, but do not hinder

normal operations.
4 business hours

Emergency

Issues that directly impact business functions and

hinder normal operation during normal business

hours.

2 business hours

 

Note that all tickets deemed as High or Emergency should be submitted via phone, (616) 828-1010, or the emergency email address

(emergency@itpartners.com). Any ticket submitted via the standard channel (ticket@itpartners.com) will automatically be assigned a Low or Normal

priority.

Partner Requirements for Fully Managed:

ITP requires the following from the partner for Remote Monitoring and Management to function as intended:

https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fquote.itpartners.com%2Ftermsofservice&data=05%7C01%7Chblack%40itpartners.com%7Cdfa0e8442f1a491e794808db9a8697a9%7C119e9beb342c414c87bbc6de22064efd%7C0%7C0%7C638273675097712806%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=xqW4S1Fp1QNI1qfIcXZFNkeWcmqqNqm8YcQHYu9C0sk%3D&reserved=0
mailto:ticket@itpartners.com
mailto:emergency@itpartners.com


1. Computers must be left on overnight and on the weekends. This is necessary for ITP to install Windows Updates, install third-party patches, carry

out computer maintenance, and remote control. They may be rebooted during the agreed upon normal business hours.

2. Speci�c ports and port ranges must be opened in the �rewall (both hardware and software) to allow ITP to properly monitor and manage all

computers. ITP can handle this process if necessary.

3. All applications must be closed out on workstations to allow for computer restarts after updates. Arrangements can be made for speci�c

computers and servers that need to keep critical applications running at all times. The standard patch/reboot window is as follows:

Workstation Patching and Reboot: 2:00AM to 5:00AM

Server Patching: 2:00AM to 5:00AM

Server Reboot: Manually by ITP (usually after 9PM on Wednesday and Saturday)

Partner Requirements for Fully Managed and Co-Managed :

The partner agrees to abide by all access requirements in the MSA so that ITP can e�ectively resolve tickets. 

1. ITP documents the IT environment to the best of its ability based on the scope of services provided. This is critical for assisting the partner,

especially during infrastructure downtime. To do this, ITP stores relevant passwords and device information in their secure documentation

portal. It is necessary that all relevant passwords and information of managed devices be released by the partner to ITP.

2. ITP maintains response time agreements depending on the severity of the ticket. To resolve tickets as quickly as possible, the partner must be

timely and responsive, including answering emails, phone calls, and being available onsite.

Service Provider Requirements [ITPartners+] for Fully Managed Partners:

ITP will also adhere to several requirements to ensure optimal Remote Management and Monitoring. They are as follows:

1. Respond to support cases in accordance with the response times listed in the above chart. Please note that response time is not the same as

resolution time, and although ITP will do its best to resolve issues as quickly as possible, it cannot guarantee that all issues will be resolved within

the response time.

2. ITP will Remotely Monitor and Manage (RMM) all devices under the initial contract. Any requests to add or remove devices from the list in the

initial contract must be requested to ITP in writing before they are added or removed from RMM and billing is updated accordingly. Standard

RMM includes the following services:

Install and maintain enterprise-grade virus-protection

Windows patch management/deployment

Hardware health monitoring

Software updates

Third-party patch management

Preventative maintenance, including disk defrag and disk cleanup

24-hour monitoring of critical events

Purchasing assistance

Full documentation of IT environment

3. ITP will put all Technology Recommendations in writing. If partner chooses to not go forward with any Technology Recommendations as outlined

by ITP, ITP reserves the right to remove the device from speci�c SLA terms. ITP will always put forward a good faith e�ort to continue to support

the device, but in the instance ITP deems the device out of date or unusable, it may not be possible to resolve issues in accordance with the

Service Request Response Time chart listed above.

4. At ITP’s discretion, we will remove software that we deem is not conducive to business operations. This may require remote control of monitored

computers.

Remote Control Policy:

Part of Remote Monitoring and Management (RMM) is the installation of remote-control software on every managed computer. By default, when

purchasing RMM ITP has access to view the screen as well as remotely connect to every computer that is under the RMM contract. If the partner does

not want to grant ITP universal access, arrangements can be made requiring the partner to grant remote access on an individual basis.

Violation of SLA:

Although ITP strives to respond to every ticket before the agreed upon response time, in the instance where this does not transpire, this SLA limits

the monetary penalty of ITP to $50 per violation. Requests must be received in writing with proof of claim.


